YTBEPKAEHO

IIpuxa3zom I'eHepaabHOro AMpPEKTOPA
Oo0mecTBa ¢ OrpaHUYEHHOI
OTBETCTBEHHOCTBIO

«Ynpasasiiomas komnanus /I8»

ot «11» peBpass 2026 rona Ne 2026-02-11/3

Pexomenxauuu
10 CO0JIIeHNI0 HH(OPMALIMOHHOM 0€30IIACHOCTH KJINEHTAMU
000 «Ynpasasiromasa koMmnanus /I8»
B LeJISIX POTHBOACHCTBUS HE3AKOHHBIM (DUHAHCOBBIM ONlEPALMAM.
Bepcus 2.0.

Mockga, 2026 T.



1. OOmmue MoJ0KeHUSA

1.1. B uensix cobmronenust tpedoBanmii [lonoxxenust banka Poccun ot 20.04.2021 Ne 757-
IT «O0 ycTaHOBIeHUH 0053aTENbHBIX AJIs1 HEKPEAUTHBIX (DMHAHCOBBIX OPraHU3alMi TpeOOBaHUI
K o00ecrnedeHuro 3ammThl HH()OpPMAMM TpU OCYIIECTBICHHH JEATEIBHOCTH B cdepe
(UHAHCOBBIX PHIHKOB B LEISIX MPOTUBOACHCTBUS OCYIIECTBICHHIO HE3aKOHHBIX (DMHAHCOBBIX
onepauuity OO0 «Ynpasstomias komnanus [8» (nanee - Opranuzanusi) JOBOJIUT 10 CBEICHUS
CBOMX KIIUEHTOB:

® PEKOMEHJALMU MO 3aluTe WH(OPMALMU OT BO3JEHUCTBUS MPOTPAMMHBIX KOJOB,
OPUBOAALIMX K  HApYNICHWIO  IOTaTHOTO  (DYHKIHMOHUPOBAHHUSA  CPEICTB
BBIUMCIUTENLHON TEXHUKH (J1ajiee - BpeOHOCHBIN KOM), B LEISIX MPOTUBOACHCTBUS
HE3aKOHHBIM (DMHAHCOBBIM OIIEPALIUSIM;

e puyHpOPMAIMIO O BO3MOXHBIX PHUCKAaX HECAHKIIMOHHMPOBAHHOTO JOCTyMa K
3amUIaeMoil MHGoOpMauu C IENbI0 OCYIIECTBICHHS (DMHAHCOBBIX OIEpaluii
JMIIaMH, He 00JIaJJaf0IMMH ITPABOM HX OCYIECTBIICHHS;

e upHpOpPMAMIO O Mepax IO MPEJOTBPALICHUIO HECAHKIMOHUPOBAHHOTO JIOCTYIA K
3amiaeMoil umHdopMmanuMd, B TOM 4HCIE MpH yTpaTe (moTepe, XUIIEHHUH)
KJIMEHTOM YCTPOMCTBA, C UCIIOJIb30BAHUEM KOTOPOI'O UM COBEPILAINCH JAEHCTBUS B
HEeNSIX OCYIIeCTBIEHUS (MHAHCOBOM oOMepaluy, KOHTPOJK KOHUTYpaluu
YCTPOMCTBA, C HCIOJB30BAaHUEM KOTOPOIO KJIMEHTOM COBEpULIAOTCS JIEHCTBUS B
LEJSIX OCYIIECTBICHUS (PMHAHCOBOI omepaiu, 1 CBOEBpEMEHHOMY OOHAPYKEHUIO
BO3JICUCTBUS BPEAOHOCHOTO KOJa.

1.2. 3agauun 3amuThl KHOOPMALIUK CBOASTCS K MUHUMH3AIUH yiiepOa U MpeoTBPAIICHUIO
BO3JICUCTBUI CO CTOPOHBI 3JOYMBIINUICHHUKOB. Jlisi obOecrieueHust HaJjexalied CTeneHu
3alUIICHHOCTH JIOJDKEH ObITh 00ecredyeH KOMIUIEKCHBIM IMOAXOJA, KOrja BOIpocam
MH(OPMaLMOHHOM 0€30IIaCHOCTU  YJeNseTcs JOCTaTOYHO BHUMAaHHUS, KaKk Ha CTOPOHE
Opranuzaiuu, Tak ¥ Ha CTOPOHE KIIMEHTA.

1.3. Hactosimme  pekoMeHJaluu HE TapaHTUPYIOT oOecriedeHne  Oe30MacHOCTH
3alUIIaeMoil MHGOpMaIuu, HO MO3BOJISIIOT B IIEJIOM CHHU3UTh PHUCKH M MHUHHUMH3UPOBATH
BO3MO>KHbIE HETaTUBHBIE MTOCIJIEACTBHS B CIIyyae UX pean3alnu.

2. Bo3MoOKHBIe PUCKH NOJIy4YeHHS] HECAHKIIHOHMPOBAHHOIO J0CTYIA K
3aluuaeMon HHGOpMaL U

2.1. Oprasuzanusi yBeOMJIIET CBOMX KJIMEHTOB O BO3MOXKHBIX PHCKaX, CBSI3aHHBIX C
MIOJTYYSHHEM TPETHUMH JIMI]AMH HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K 3allUIaeMOoi HHPOpMauu
C LENbI0O OCYIIECTBJIEHUS (PMHAHCOBBIX OMNEpalil junamMu, He OO0JaJalolIMMU IMPaBOM HX
OCYIIECTBIICHHS, TaKHE€ PUCKH MOTYT OBITH OOYCIIOBIICHBI BKIIOYas, HO HE OrPaHUYMBAsCh
CJIEAYIOUIMMU IPUMEPAMHU:

e HecaHKIMOHMPOBAHHBIA JIOCTYIl CO CTOPOHBI TPEThUX JHII K Bammm TexHHUecKUM
ycTpoicTBaM (T.e. JIFOOOMY TEXHHUYECKOMY CPEJICTBY, BKIIOYas, HO, HE OTPaHHUYMBASCH,
KOMIIbIOTEp, HOYTOYK, IUIaHIIET, MOOWJIBHBIA TelepoH) MOXKET IMOoBJIeYb 3a CO0Oi
MOJTyYeHHE TPETHIMH JINIIAMH JTOCTYTIA K 3alIHIIaeMOi WH(OPMAIIHH.

e Kpaxa mapons W WACHTHUPHUKATOPA JOCTYNa WJIA WHBIX KOH(OUICHIMAIBGHBIX JTaHHBIX,
Hanipumep, CVV\CVC Homepa KapThl, KIIOU€il 3JIEKTPOHHON MOAMUCH/IIU(PPOBAHUS
MIOCPEJICTBOM TEXHWYECKHX CPEICTB W/WIIM BPEIOHOCHOTO KOAA; W WCIIOJIb30BaHHE
37I0yMBIIIICHHUKAMU yKa3aHHBIX  JIAaHHBIX c JIpyTUX  YCTPOMCTB JUTSE
HECAaHKI[HOHUPOBAHHOTO JOCTYTIA.

e VYcraHOBKa HAa TEXHHYECKOE YCTPOICTBO BPEJOHOCHOTO KOAA, KOTOPBHIA ITO3BOJIUT
37I0yMBIIIJIEHHUKAM OCYIECTBUTH (DUHAHCOBBIE ONepaluyu oT Baiero nMenu.

e lcnonb3oBaHUs 3JI0YMBIIUIEHHUKOM YTEPSHHOTO WM YKpajaeHHoro Ttenedona (SIM
KapTel) g nonydeHus CMC KofoB, KOTOpble MOTYT HpHUMEHsAThcsl OpraHuszainuei B



KaueCTBE JIOTIOTHUTEIHLHON 3alUTHI I HECAHKIIMOHUPOBAHHBIX (DMHAHCOBBIX OTEpaIui,
YTO MO3BOJIUT UM OOOWUTH 3alTUTY.

[Toryuyenue mapons u uaeHtudukaTopa noctyna w/mwimu koga uz3 CMC u/uiam KoIoBOro
CJIOBa W TPOYHMX KOH(QUIACHIMATLHBIX JAHHBIX, B T.4. MACMOPTHBIX JTaHHBIX, HOMEPOB
CYETOB U T.J. IIyTeM OoOMaHa W/WUJIH 3JI0yNOoTpeOIeHNs J0BEPUEM, KOIia 3JI0YMBIIUIEHHUK
NpEACTABISIETCS] COTPYAHUKOM OpraHuzaluv WIA TEXHUYECKUM CHEIUATMCTOM WIIU
UCIOJNIb3YET MHYIO JIeTeHAY U MpOocUT Bac cooOmMTh eMy 3TH CEeKpeTHbIC aHHBIC;, WIH
HaMpaBJIAeT MOAICIbHBIE COOOIIEHHUS M0 AJIEKTPOHHOW MOYTE MM MUCHMO MO OOBIYHON
MOYTe C MPOCHOOM MPenoCTaBUTh MH(MOPMALMIO WM COBEPIIMTH JEHCTBHE, KOTOpPOE
MO>KET IMPUBECTH K KOMIIPOMETAIIUU YCTPOICTBA.

[TepexBara >MEKTPOHHBIX COOOLICHUN W TOJyYEHUS HECAaHKIIMOHUPOBAHHOTO JIOCTYIa K
BBIMICKAM, OTYETaM U npoueit puHaHcoBor nHdopmanuu, eciu Baia snekTpoHHas moyTa
UCTIONB3YeTCs JUId MHPOPMAalMOHHOTO oOMeHa ¢ Opranuszanuei. Mnu B ciaydae noaydeHus
JIOCTYIIa K Balledl 3JIGKTPOHHON Io4YTe, OTMpaBKa coOOIIeHWuH oT Bamero nMeHu B
Opranuzanuto.

2.2. HecaHKUMOHUPOBAaHHBI JOCTYNl CO CTOPOHBI TPETHUX JIMII K 3alUIIaeMOM

MH(POPMALIUU MOXKET TOBJIEYb 32 CO0O0M PUCKH pasrIalieHus] KOHPHUICHIHATILHONH HHPOPMALINH:
NEPCOHAIbHBIX JAHHBIX KJIIMEHTA, CBEIEHUH 00 onepauusix, Apyroi 3Ha4uuMoi nHpopmanuu.

2.3. HecaHKUMOHMpPOBAaHHBIA JOCTYIl €O CTOPOHBI TPETHUX JIMII K 3alUIIAaeMOU

UH(POPMALIUU MOXET MOBJI€Yb COBEPIICHNE TAKUMU TPETHbUMHU JIMLAMH IOPUINYECKH 3HAUUMBIX
NeMCTBUH, BKJIIOYAsi, HO, HE OrpaHMYUBASICh, COBEpIICHHE (MHAHCOBBIX OMNEpPAlii OT UMEHHU
KJIMEHTA, U3MEHEHUM PerucTpallMOHHbIX JAHHBIX KIMEHTA, U UHbIX ACHCTBUI, COBEpIIEHHBIX 0€3
BOJIM KJIMEHTA, Y HAIPABJICHHBIX [IPOTUB €r0 HHTEPECOB.

3. Mepbl 10 NPeAOTBPANIEHHIO HECAHKIIHOHHUPOBAHHOTIO JOCTYMA K 3alHIIIaeMOii
HHPOPMAINH H PEKOMEHIAINH 0 3aIuTe HHPOPMAIMHU OT BO3AeiCTBUS
BPEeI0HOCHOI0 KOJIa

3.1. Opranuzanys yBeIOMJIIET CBOUX KJIMEHTOB O M€pax, IMO3BOJISIIOIIMX CHU3UTh PUCKHU

HCCAHKINUOHUPOBAHHOI'O OOCTYyIIa K 3alUIIaeMOMN I/IH(l)OpMaI_[I/II/I, CHU3UTb PUCK (I)I/IHaHCOBBIX
IMOTEPh BKIIOYasd, HO HC OTpaHUYNBasiACh:

Pexomennyercs ynensatb ocoboe BHUMaHHE K paboTe ¢ HapoyissMM M MHOM
ayTeHTU(HUKALMOHHON HH(pOpMalMel, B TOM YHCIIe:
- HCIONb30BaTh CJIOKHBIE MMapojH, JJIMHHOM HE MEHee 8 CHMBOJIOB, COCTOSIIHE W3
COYETaHUs] CTPOYHBIX M NPOMMCHBIX OYKB, LU(P M CHMBOJIOB, BO3AEPKHUBATHCS OT
WCIOJIb30BAaHUsl JIOTMHOB M Maposiei, YCTaHOBJIEHHBIX paHee Mpu padboTe ¢ JII0ObIMU
WHBIMHU peCypcaMu, cailTaMu, COLIMAJIbHBIMU CETSIMU;
- PEryJsipHO MEHATH Mapojd Ha BCEX YCTPOMCTBAaX M IpOorpaMMax, BKIIOYas CETEBOE
o0opy/I0BaHuE;
- XpaHUTh NapoJb BTalHE OT BCEX JIUI, 0€3 UCKIIIOUEHUS;
- peKOMeHyeTcsl He nepecbutath naposu no noure, CMC, UHBIM COOOIIEHUSM WIIK UHBIM
o0pa3oM, He XpaHUTb B OTKPHITOM BH/I€ B KOMIIBIOTEPHBIX (paiinax;
- B Cilyyae IIOJO3PEHUMH HAa BO3MOXXHYIO KOMIIPOMETAIMIO (pacKpbITHE) MapoJei,
PEKOMEHTyEeTCSl HE3aMEeIJIMTEIbHO 3aMEHUTD MTapOJIN.
PexoMeHnmyeTcsi OpraHu3oBaTh HAJIEKAIIUM KOHTPOJIb HCIOJb30BAHUS YCTPOMCTBA,
MOCPEICTBOM KOTOPOT'O OCYIIECTBIIAIOTCS (PMHAHCOBBIE ONEPAIIH, B TOM YHCIIE:
- UCKJIIOUUTH WU 3aTPYJHUTH JTIOCTYI K YCTPOUCTBY TPETHUX JIMII;
- HE HCIOJIb30BaTh YCTPOMCTBA, HCIHOJb3yeMble a1 (PMHAHCOBBIX ONepanui, Uit
paboThl ¢ COMHUTENIbHBIMU M pPa3BJIEKaTeNbHBIMU CaliTaMu (UTPOBBIE CAWTHI, CAWTHI
3HAaKOMCTB, CalThl PaCIpPOCTPAHEHUS MIPOrPAMMHOT0O 00ecreueHHsl, My3bIKY, (PHIbMBI,
colMasbHbIe U (ailiooOMEeHHbIE CETH U T.11.);
- OTKAa3aTbCs UM C OCTOPOXKHOCTBIO UCIIOJIb30BATh HA YCTPOMCTBE 7Sl OCYIECTBICHUS
(MHAHCOBBIX ONEpaLUi CETEBBIX MEUIKEPOB U CEPBUCOB 0OMEHa COO0IIeHNAMH (darta,



KOH(epeHIMii), TporpaMMm, TNpPeAHA3HAYCHHBIX Ui TOJyYEHHUs  YJaJeHHOTO
yrpaBjeHus (TIOMOIIY) JAHHBIM YCTPOHWCTBOM;
- olecrneunTh Ha/AJEKallee XpaHEHHe, HCIIOJIb30BAaHHE YCTPOICTBA BO HM30€KaHHE
PHUCKOB KpaXku U/WIH yTEepU;
- HACTpPOUTh IIpaBa JOCTyHa K YCTPOWCTBY C LEIbIO IPEIOTBPALICHUS
HECaHKLMOHUPOBAHHOTO JIOCTYTIA.
PekoMenayercsi He OTKpPBIBATh BIIOXKEHHS, IMOJyYEHHBIE B JJIGKTPOHHBIX IMUCHBMax OT
HEU3BECTHBIX OTIIPABUTENIEH WM B CIy4ae COMHEHHUM B UX MOUIMHHOCTH.
Pexomennyercst He paboTaTh 4yepe3 OTKphITbie MyOInYHbIe U He poBepeHHble cetn WIFI
(xade, oTenn, Mapku, BOK3aJIbl U a3POIOPTHI).

3.2. Opranuzanus peKOMEHAYeT MPUMEHSTh CIEIYIOIINE MEPHI 10 3aluTe HHPOpMaIUH,

oT BO3I[CﬁCTBHH BPCAOHOCHOI'O KOJa BKJIrO4Yas, HO HC OTpaHNYHBaiACh:

[Tonp3yliTeCh TEXHUYECKUMH YCTPOWCTBAMU C  YCTAHOBJIEHHBIM JIMIIEH3UOHHBIM
IPOrpaMMHBIM 00€CIIEYEHHEM.

[Ipu paboTe c 3JIEKTPOHHOM NOYTOMH HE OTKpHIBATe MUCbMAa M BIIOXKEHHS K HHM,
[IOJIy4YE€HHbIE OT HEU3BECTHBIX OTIIPaBUTEINIECH, HE NEPEXOJUTE M0 COAECPKAIIUMCS B TaKUX
IIMCbMaX CCBUIKAM.

CBoeBpeMeHHO  OOHOBISIIITE  yCTaHOBJIIEHHOE  HpPOrpaMMHOe  oOecreueHue U
OIEPALlMOHHYIO CUCTEMY (YCTaHOBKA KPUTHUHBIX OOHOBJIEHUI).

VYcraHoBUTE M CBOCBPEMEHHO OOHOBISIUTE HA TEXHUYECKOM YCTPOWMCTBE JIMIICH3MOHHOE
AHTHBHPYCHOE TNpOrpaMMHOE obecrieueHrne ¢ (yHKIHMEH aBTOMAaTHYECKOTO OOHOBICHHS
BUPYCHBIX 0a3.

Ocy1ecTBisIiTe NMPOBEPKY MKECTKOIO JHUCKA IEPCOHAIBHOIO KOMIIBIOTEpA Ha IPEIMET
HaJIMYUs BUPYCOB U BPEJOHOCHOIO TPOrPaMMHOTI0 KO/Ia.

Pexkomenmyercss monaBepraTh NpeABAPUTEILHOMY AaHTUBHPYCHOMY KOHTPOJIIO JIIOOYIO
UHPOPMaLIKIO, TOIYYaeMyl0 U NEepeAaBaeMylo M0 TEJIEKOMMYHUKALMOHHBIM KaHallaM, a
Takke WHPOPMAIMI0O HAa CHEMHBIX HOCHTENsX (MarHMTHBIX, CD/DVD nuckax, USB-
HAKOIHUTEJISAX U T. 11.). IIpy HaIM4uu TeXHUYECKOH BO3MOXHOCTH CKaHMPOBAHUE BHEIIHUX
HOcUTeNel nH(pOopMaluK JOHKHO OCYIIECTBIATHCS B aBTOMAaTUYECKOM PEKUME.

[Tpu pabote B MHTEpHET UCHONB3YyHTE MEKCeTeBble SKpaHbl. He ycTaHaBnuBaiiTe Kakux-
a100 MPOrpamMm ¢ CaiTOB, KOTOPBIE BB MOCEIIAETE.

Hckmounte BO3MOXKHOCTh OECKOHTPOJIBHOIO JOCTyNa IOCTOPOHHHUX JIMIl (TOCTeH,
MOCETUTENEH) K BalllUM KOMITbIOTEPaM.

PekoMenayercs yCTaHOBUTh 10 YMOJYAaHHUIO MAaKCUMAJIbHBI YpOBEHb IOJUTHK
0e30IacHOCTH, He TpeOyromuid JeicTBUN Mosb30BaTeNss NMpU OOHApY>KEHUH BUPYCOB,
nedyeHue (yAajJeHHe) 3apakeHHbIX (ANIOB JOKHO TPOU3BOJIUTHCS AHTUBHPYCHBIM
CPEICTBOM B aBTOMaTHYECKOM PEKUME.

[Ipy BO3HMKHOBEHMM NOJO3PEHMsSI Ha HAJIWYME KOMIIBIOTEPHOro BHpyca (MpU3HAKU -
HETUNMYHas paboTa yCTpoiicTBa, mponagaHue / mosiBieHHe (aiiioB, yacToe MOSBICHHE
COOOILIEHNH O CUCTEMHBIX OIIMOKaxX U cOO0SAX, 3HAUMMOE 3aMe/lJIeHHe padoThl, yBEINYEHHE
UCXOJAIETO/BXOJAIIEr0 TpapuKka U T.I.) PEKOMEHIYETCSl MPOBECTH JONOJHHUTENIbHbIE
IPOBEPKH U TPUOCTAHOBUTH paboTy ¢ (uHaHCOBOM uHHGOpManueld a0 YCTpaHEHUS
npooJieM.

Crnenute 3a mHbOpMaIMeil B npecce U Ha caiite Opranu3anuu O MOCIETHUX KPUTHIHBIX
YSI3BUMOCTSIX U O BPEJOHOCHOM KOJI€.

[TomHMTE, YTO HANUYHE «ITAJOHHON» PE3EpPBHONM KOMUU MOXKET OOJIErYUTh U YCKOPHUTH
BOCCTAHOBJIEHHME BAILIEr0 TEXHUYECKOTO YCTPOMCTBA.



